
Security Systems Theory UG2

Assignment 1 deliverable 1 details

Read the Assignment 1 requirements from the brief on ECMS first. This will state deadlines and 
other general requirements for this deliverable. Then print this sheet out, and answer all questions in 
your own handwriting as neatly as you can directly on your printout. Copied standard published 
materials will result in zero marks being awarded and unduly derivative answers will receive low 
marks.  Students are advised to answer questions after having carried out suitable study and 
discussion, but without any written materials other than their own brief notes in view. Marks may be 
shared between students if you submit identical answers to another student, so don't show your 
answers to anyone else before submission if you want to obtain full marks. Hand your completed 
response through the coursework submission system. Spaces provided for answers are intended to 
be sufficient for a student with typical handwriting. If you need more space, print one sided only or 
staple additional blank sheets as appropriate, and write continuations (indicated with question 
numbers) on the other side or added sheets.  Marks available for each question are indicated after 
the question. If a question states guideline word counts (e.g. 200 words) please aim to avoid 
exceeding this, but students will not lose marks for well-written clear and short answers which fully 
answer a question. To receive full marks your answers must be concise, clear, complete, well  
written, unique and original.

Answer all questions.

Q1. (150 words.) Discuss how asymmetric cryptography both requires and supports the use of 
symmetric cryptography. [20 marks.]

Marks awarded:          /20



Answer all questions.

Q2. (200 words.) Discuss the security and availability requirements for a system and business 
methods intended to be used by a company acting as a trusted third party which will charge 
customers for certificating public cryptography keys to be used within a stocks and shares trading 
network involving many individual shareholders and many stockbrokers. [30 marks.]

Marks awarded:          /30



Answer all questions.

Q3. (150 words) If the business described in Q2 also provides a key revocation service, discuss 
additional system requirements for this. Discuss limits to the guarantees which should be offered 
by the operator to users of a key revocation service. [20 marks]

Marks awarded:          /20

Q4. (200 words) Based upon the purposes and the file access requirements of a named Linux 
program requiring setuid permission state why setuid is needed, and discuss the differences 
between discretionary access control (DAC) and mandatory access control (MAC) as multi-user or 
multi-service access partitioning operating system platform security approaches. [30 marks]



Answer all questions.

Q4 answer

Marks awarded:          /30

Total marks for assignment 1.1                   /100


